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 The rapid development of information technology has increased the 

utilization of wireless networks in higher education environments to 

support academic activities, administrative services, and digital 

communication. However, the widespread use of wireless networks also 

introduces various cybersecurity risks due to the open nature of wireless 

communication media. This study aims to analyze the security level of 

campus wireless networks using the penetration testing method to identify 

vulnerabilities and evaluate existing security mechanisms. The research 

applies a systematic penetration testing approach consisting of several 

stages, including information gathering, scanning, vulnerability 

assessment, exploitation testing, and reporting. The testing process 

focuses on analyzing wireless configurations, authentication mechanisms, 

encryption implementation, and potential unauthorized access risks. The 

results indicate that although the campus wireless network has 

implemented security protocols such as WPA/WPA2 and encryption 

mechanisms, several vulnerabilities remain, particularly related to weak 

password policies, limited access control, and insufficient network 

monitoring. Based on the vulnerability assessment, improvements are 

recommended through the implementation of stronger authentication 

methods, enhanced password management policies, continuous network 

monitoring, and periodic security evaluations. This research demonstrates 

that penetration testing is an effective method for identifying security 

weaknesses and improving wireless network protection. The findings are 

expected to provide valuable insights for educational institutions in 

developing more secure, reliable, and sustainable wireless network 

infrastructures. 
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1. INTRODUCTION  

The rapid advancement of information technology has driven educational institutions to adopt computer network 

infrastructure as a key component in supporting academic and administrative activities[1]. Modern higher education 

environments rely heavily on network connectivity for a wide range of functions, including digital learning, access to 

academic information systems, online library services, internal communication, and the use of various internet-based 

applications. Wireless networks or Wireless Local Area Networks (WLANs) are widely implemented on campuses 

because they offer users flexible access without the constraints of physical cabling[2]. However, the increased use of 

wireless networks also introduces new challenges, particularly regarding information security[3]. 

Wireless networks differ from wired networks in that they utilize radio waves an open transmission medium as the 

communication channel[4]. Consequently, data transmitted over the network is more susceptible to interception by 

unauthorized parties if security systems are not properly designed and configured[5]. Threats such as unauthorized access, 

packet sniffing, man-in-the-middle attacks, brute-force attacks, and the exploitation of network device configuration 

vulnerabilities pose risks that can compromise the confidentiality, integrity, and availability of information. In higher 

education environments, where the user base is large and diverse comprising students, faculty, administrative staff, and 

personal devices (Bring Your Own Device/BYOD) wireless network security risks become increasingly complex[6]. 

Network security is a crucial aspect of information technology management, as disruptions to network systems can 

hinder an institution's academic and operational processes[7]. Based on information security concepts, three primary 

aspects must be addressed: confidentiality, integrity, and availability. Confidentiality ensures that information is 

accessible only to authorized parties; integrity guarantees that data remains unaltered without authorization; and 

availability ensures that network services are usable when needed[8]. Failure to uphold these three aspects can lead to 

data breaches, unauthorized access, and significant losses for educational institutions. 

One approach for identifying and evaluating wireless network security levels is penetration testing[9]. Penetration 

testing is a security assessment method that involves simulating attacks on a network system to identify security 

vulnerabilities before malicious actors can exploit them. Unlike passive security testing, which relies solely on 

monitoring, penetration testing actively attempts to exploit system weaknesses using specific techniques and tools, 

allowing network administrators to determine the system's vulnerability level[10]. 

In practice, penetration testing on wireless networks involves several stages: reconnaissance, scanning, vulnerability 

assessment, exploitation, and reporting. The reconnaissance stage gathers initial information about the network 

infrastructure, such as identifying access points, encryption types, and the devices in use. Next, the scanning stage 

identifies potential security vulnerabilities within the network. Once weaknesses are identified, the exploitation stage 

involves simulating attacks on the system such as testing authentication strength and wireless protocol security[11]. 

Finally, the results of this entire process are analyzed and compiled into a report detailing risk levels and recommendations 

for improving network security[12]. 

Previous studies indicate that wireless networks in educational institutions still face various security issues[13]. 

Factors such as improper device configuration, weak passwords, and suboptimal implementation of security standards 

are primary causes of vulnerabilities. Furthermore, the increasing sophistication of cyber-attack technologies necessitates 

periodic evaluations of network security systems. Consequently, security testing via penetration testing serves as a 

preventive measure that can assist organizations in strengthening their network defense systems. 

Campus environments are critical subjects for wireless network security analysis due to their dynamic user 

characteristics. A vast number of devices connect to the campus network daily, each with varying levels of security[14]. 

This situation heightens the risk of security threats, particularly if user access management and network configuration are 

not optimally handled. Regular security evaluations enable IT administrators to assess the network's actual state and 

implement appropriate mitigation measures. This study aims to analyze wireless network security within a campus 

environment using penetration testing[15]. The analysis involves identifying potential vulnerabilities, testing the security 

of authentication systems, and evaluating existing protection mechanisms. The findings are expected to provide an 

overview of the wireless network's security posture and offer strategic recommendations for enhancing the security of the 

campus network infrastructure. 

This research contributes not only by identifying technical weaknesses but also by providing a security evaluation 

approach that educational institutions can adopt to improve their readiness against cyber threats. The study offers campus 

network administrators a reference for strengthening security systemsnsuch as optimizing device configurations, 

implementing the latest wireless security standards, managing user access rights, and establishing continuous network 

monitoring. Ultimately, robust wireless network security supports the creation of a secure, effective, and trustworthy 

digital academic environment. 

2. RESEARCH METHODOLOGY 

2.1 Research Type and Approach 

This study employs a quantitative approach with an experimental research method to analyze the security level of 

wireless networks in a campus environment. This approach was selected because the research focuses on measuring, 

identifying, and evaluating security vulnerabilities based on direct testing activities conducted on the wireless network 

infrastructure. The method applied in this research is penetration testing, which is a security testing approach that 

simulates cyber attacks against a system to identify potential vulnerabilities before they are exploited by unauthorized 
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parties. The penetration testing process is conducted in a controlled environment to ensure that the testing activities do 

not disrupt network services and academic operations. The results obtained from the penetration testing process are 

analyzed to determine the level of security risks and to provide recommendations for improving the security of the campus 

wireless network infrastructure.  

2.2 Research Stages  

The research stages are carried out systematically to obtain accurate results regarding wireless network security 

conditions. The research process adopts the penetration testing framework consisting of several phases, including 

information gathering, scanning, vulnerability assessment, exploitation, and reporting. 

Each stage has a specific purpose in identifying and evaluating vulnerabilities within the wireless network system. 

The research workflow is illustrated in Figure 1. 

 

Figure 1. Research Methodology Workflow 

Figure 1 Description: 

Figure 1 illustrates the research workflow, starting from identifying security issues in wireless networks, collecting 

network information, conducting penetration testing, analyzing vulnerabilities, and producing recommendations to 

improve network security. 

2.3 Research Data Collection 

Data collection was conducted through direct observation of the wireless network infrastructure implemented in the 

campus environment. The collected data includes information related to network devices, wireless security configurations, 

authentication mechanisms, and network conditions during the testing process. 

In addition, documentation methods were used to obtain supporting information, such as network topology, access point 

specifications, and existing security policies implemented by network administrators. 

The collected data serves as the initial reference for designing penetration testing scenarios and determining the 

appropriate testing parameters. 

The initial wireless network parameters observed in this research are presented in Table 1. 

Table 1. Wireless Network Data Collection Parameters 

No Parameter Description 

1 SSID Name Wireless network identification name tested 

2 Security Type Security protocols such as WPA/WPA2/WPA3 

3 Encryption Type Encryption algorithm implemented in the network 

4 Access Point Wireless device providing network services 

5 Number of Users Number of connected devices on the network 

6 IP Address Network addressing information used during testing 
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Table 1 Description: 

Table 1 presents the parameters collected during the initial observation phase before conducting wireless network security 

testing. 

2.4 Implementation of Penetration Testing Method 

The penetration testing method in this research is implemented through several testing phases to identify security 

weaknesses in the campus wireless network. Each phase is performed using security analysis tools that support network 

evaluation activities. 

The penetration testing stages used in this study are explained as follows: 

a. Information Gathering 

The information gathering stage is conducted to collect initial information regarding the wireless network under 

investigation. The collected information includes SSID identification, wireless channel, security protocol, 

encryption method, and connected devices.This stage aims to understand the characteristics and configuration of the 

wireless network before conducting further security testing. 

b. Scanning 

The scanning stage is performed to map the wireless network and identify active devices connected to the 

infrastructure. This process aims to discover access points, IP addresses, open ports, and potential weaknesses in 

available network services.Several tools are used during this stage, including Wireshark, Nmap, and Aircrack-ng, 

which assist in network traffic analysis, device identification, and wireless security evaluation. 

c. Vulnerability Assessment 

The vulnerability assessment stage is conducted to evaluate security weaknesses based on the scanning results. The 

analysis focuses on wireless configuration, authentication mechanisms, encryption implementation, and possible 

vulnerabilities that may threaten network security.The identified vulnerabilities are categorized based on their risk 

levels, including low, medium, and high-risk vulnerabilities. This classification helps determine the priority of 

security improvements required. 

d. Exploitation Testing 

The exploitation stage involves performing controlled attack simulations against the identified vulnerabilities. This 

process aims to determine whether the discovered weaknesses can actually be exploited by unauthorized users.The 

testing scenarios include password strength evaluation, wireless authentication testing, and packet analysis to 

determine whether transmitted data can be accessed without proper authorization. 

2.5 Research Tools and Equipment 

This research utilizes several hardware and software components to support wireless network penetration testing 

activities. The tools used are selected based on their ability to perform security analysis and vulnerability identification. 

The research equipment is presented in Table 2. 

Table 2. Research Tools and Equipment 

No Tools/Equipment Function 

1 Testing Laptop Main device for conducting security analysis 

2 Kali Linux Operating system for penetration testing activities 

3 Wireshark Network packet analysis and traffic monitoring 

4 Nmap Network scanning and device identification 

5 Aircrack-ng Wireless security testing and password analysis 

6 Campus Router/Access Point Wireless network object being tested 

Table 2 Description: 

Table 2 describes the hardware and software tools used during the penetration testing process to support wireless network 

security analysis. 

 2.6 Research Tools and Equipment 

The testing scenario is designed based on potential threats that may occur in a campus wireless network environment. 

The evaluation focuses on identifying vulnerabilities that can potentially compromise network confidentiality, integrity, 

and availability. The testing parameters include authentication security, encryption strength, access control mechanisms, 

and possible unauthorized access attempts. 

The vulnerability assessment results are evaluated based on the severity level of the identified weaknesses. The 

evaluation criteria are shown in Table 3. 
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Table 3. Vulnerability Risk Classification 

Risk Level Description 

Low Vulnerability has minimal impact and requires limited improvement 

Medium Vulnerability may affect network security under certain conditions 

High Vulnerability can significantly compromise network security 

Table 3 Description: 

Table 3 explains the classification used to determine the severity level of vulnerabilities discovered during penetration 

testing. 

2.7 Data Analysis and Reporting 

The final stage of this research involves analyzing the results obtained from penetration testing activities. Data 

collected from scanning, vulnerability assessment, and exploitation testing are evaluated to determine the current security 

condition of the campus wireless network. The analysis results are presented in the form of identified vulnerabilities, risk 

levels, attack scenarios, and recommended security improvements. The recommendations may include strengthening 

wireless configurations, implementing stronger authentication mechanisms, updating network devices, and applying 

continuous network monitoring systems.Through this research methodology, the study is expected to provide a 

comprehensive overview of wireless network security conditions in the campus environment and contribute to improving 

cybersecurity readiness against potential network threats. 

3. RESULT AND DISCUSSION 

3.1 Overview of Wireless Network Security Testing Results 

The security analysis of the campus wireless network was conducted using the penetration testing method to identify 

potential vulnerabilities and evaluate the level of security implemented in the network infrastructure. The testing process 

was carried out through several stages, including information gathering, network scanning, vulnerability assessment, and 

controlled exploitation testing. The results obtained from the testing process provide an overview of the current security 

condition of the wireless network, particularly regarding authentication mechanisms, encryption implementation, access 

control, and potential weaknesses that could be exploited by unauthorized users. 

The analysis showed that the wireless network infrastructure had implemented basic security mechanisms; however, 

several security weaknesses were still identified. These weaknesses were mainly related to password strength, 

configuration settings, network exposure, and insufficient monitoring mechanisms. The penetration testing results 

indicate that wireless networks in academic environments require continuous security evaluation because the large 

number of users and various connected devices increase the possibility of security incidents. 

The overall testing process is illustrated in Figure 2. 

 

Figure 2. Wireless Network Penetration Testing Process 
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Figure 2 Description: 

Figure 2 illustrates the penetration testing workflow used in this research, starting from information collection, 

vulnerability identification, exploitation testing, and security improvement recommendations. 

3.2 Information Gathering Results 

The first stage of penetration testing was information gathering, which aimed to obtain initial information regarding 

the wireless network environment. At this stage, several parameters were identified, including SSID name, wireless 

security protocol, encryption type, access point information, and connected devices. 

The information gathering process is important because it provides an understanding of the network structure before 

conducting deeper security testing. Through this stage, researchers can determine possible attack vectors that may exist 

in the wireless infrastructure. 

The results of information gathering are presented in Table 4. 

Table 4. Information Gathering Results of Wireless Network 

No 
Testing 

Parameter 
Result Analysis 

1 SSID Detection Successfully identified Wireless network can be detected publicly 

2 Security Protocol WPA/WPA2 Security mechanism has been implemented 

3 Encryption Type AES Provides adequate data protection 

4 
Access Point 

Identification 
Successfully detected Device information is exposed 

5 
Connected Client 

Detection 
Successfully identified User activity can be monitored 

Table 4 Description: 

Table 4 presents the results obtained during the information gathering stage, including detected network 

information and initial security analysis. Based on Table 4, the wireless network has implemented encryption-based 

security mechanisms. However, the visibility of SSID and access point information indicates that attackers can still obtain 

basic network information. Although SSID visibility itself does not represent a direct vulnerability, exposed network 

information may assist attackers during reconnaissance activities. 

3.3 Network Scanning Results 

The scanning stage was performed to identify active devices, network services, and possible security weaknesses. 

Network scanning provides important information regarding the internal condition of the wireless infrastructure.The 

scanning process used network analysis tools to identify connected devices and analyze communication activities within 

the wireless network. 

The scanning results are shown in Table 5. 

Table 5. Network Scanning Results 

No Scanning Activity Result Security Impact 

1 Active Device Detection 
Several connected devices 

identified 
Medium risk 

2 IP Address Identification Successfully obtained Potential information disclosure 

3 Network Traffic Monitoring Communication packets detected Requires encryption protection 

4 Open Service Detection Several services identified Requires configuration review 

Table 5 Description: 

Table 5 shows the results of network scanning activities used to identify active devices, network information, and 

possible security risks. The scanning results indicate that network information can be obtained through monitoring 

activities. This condition is common in wireless networks because communication occurs through radio signals that can 

be captured within transmission coverage areas. Although encrypted communication reduces the possibility of direct data 

leakage, improper configuration may still create opportunities for attackers to perform packet analysis or unauthorized 

access attempts. 

3.4 Vulnerability Assessment Results 

The vulnerability assessment stage was conducted to analyze weaknesses identified during previous testing phases. 

The evaluation focused on authentication mechanisms, password security, encryption configuration, and access control 
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implementation.The identified vulnerabilities were classified based on risk severity levels to determine their impact on 

network security. 

The vulnerability assessment results are presented in Table 6. 

 

Table 6. Identified Wireless Network Vulnerabilities 

No Vulnerability Risk Level Description 

1 Weak Password Policy High 
Weak passwords increase the possibility of brute force 

attacks 

2 Open SSID Broadcasting Low Network information can be identified easily 

3 Limited Access Monitoring Medium Suspicious activities may not be detected quickly 

4 Outdated Configuration Medium Older configurations may contain security weaknesses 

5 Lack of Periodic Security Testing High Vulnerabilities may remain undetected 

Table 6 Description: 

Table 6 presents identified vulnerabilities, their risk levels, and explanations regarding their potential impact on 

wireless network security.Based on the assessment results, password management becomes one of the most significant 

security factors. Weak passwords can increase the possibility of unauthorized access through brute force attacks. 

Therefore, implementing stronger password policies is essential, including password complexity requirements and 

periodic password changes. 

Another important finding is the lack of periodic security evaluation. Without regular penetration testing activities, 

newly emerging vulnerabilities may remain unnoticed. Therefore, security testing should become part of routine network 

maintenance activities. 

3.5 Exploitation Testing Results 

The exploitation testing stage was performed to simulate possible attacks against the identified vulnerabilities. The 

purpose of this stage was not to damage the network system but to evaluate whether existing weaknesses could be 

exploited by unauthorized users. Several attack scenarios were tested, including authentication testing, packet analysis, 

and unauthorized access simulation. 

The exploitation testing results are shown in Table 7. 

Table 7. Exploitation Testing Results 

No Testing Scenario Result Security Evaluation 

1 Password Strength Testing 
Vulnerable under weak password 

conditions 
Requires stronger password policy 

2 Packet Capture Analysis 
Network traffic successfully 

observed 
Requires secure communication 

3 Unauthorized Access Simulation 
Access prevention partially 

effective 

Additional authentication 

recommended 

4 Encryption Testing Encryption function works properly Security level considered adequate 

Table 7 Description: 

Table 7 describes the exploitation testing scenarios and evaluates the effectiveness of current wireless security 

mechanisms. The results show that encryption mechanisms provide sufficient protection against direct data interception. 

However, security weaknesses may still occur due to human factors, particularly weak password usage and improper user 

management. This finding confirms that technical security mechanisms alone are insufficient without proper security 

awareness among network users. 

3.6 Overall Security Risk Analysis 

Based on the results from all penetration testing stages, the overall security condition of the campus wireless 

network can be categorized as moderate security level. The network has implemented fundamental security 

mechanisms; however, several improvements are required to reduce potential risks. 

The overall risk evaluation is summarized in Figure 3. 
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Figure 3. Wireless Network Security Risk Distribution 

Figure 3 Description: 

Figure 3 illustrates the distribution of security risks identified during penetration testing. High-risk findings require 

immediate attention, while medium and low risks require continuous improvement. The dominance of high and medium-

risk findings indicates that wireless network security requires continuous improvement. In a campus environment, where 

many users connect daily, security weaknesses can become significant threats if not properly managed. 

3.7 Discussion of Research Findings 

The findings of this study demonstrate that penetration testing is an effective approach for evaluating wireless 

network security in educational environments. Through systematic testing, vulnerabilities that are difficult to identify 

through normal monitoring activities can be discovered.The results support previous studies indicating that wireless 

networks in educational institutions face significant security challenges due to high user mobility, increasing device 

connectivity, and diverse user behavior. 

One of the main findings is that authentication security plays an important role in protecting wireless infrastructure. 

Although WPA/WPA2 encryption provides protection against unauthorized access, weak authentication credentials can 

reduce the effectiveness of the security mechanism. Furthermore, the research highlights the importance of implementing 

layered security approaches. Network security should not depend only on encryption but also involve access management, 

user awareness, monitoring systems, and regular security assessment. 

The implementation of periodic penetration testing can help administrators identify weaknesses before they are 

exploited by attackers. Additionally, recommendations such as implementing stronger authentication methods, updating 

network devices, and applying security monitoring systems can significantly improve wireless network resilience. 

4. CONCLUSIONS 

This study has successfully analyzed the security level of campus wireless networks using the penetration testing 

method. The research was conducted through several testing stages, including information gathering, network scanning, 

vulnerability assessment, exploitation testing, and security evaluation. The results indicate that the wireless network 

infrastructure has implemented fundamental security mechanisms, particularly through the use of wireless encryption 

protocols such as WPA/WPA2. However, the analysis also reveals several security weaknesses that may potentially 

increase the risk of unauthorized access and cyber threats. The vulnerability assessment results show that several factors 

require improvement, including password management policies, access control mechanisms, network monitoring 

systems, and periodic security evaluation. Weak authentication credentials were identified as one of the main risks 

because they may allow attackers to perform brute force attacks and gain unauthorized access to network resources. In 

addition, the limited implementation of continuous security monitoring may cause suspicious activities to remain 

undetected for a longer period. The penetration testing approach proved to be an effective method for identifying security 

gaps within wireless network infrastructure. By conducting controlled attack simulations, administrators can understand 

potential threats and evaluate the effectiveness of existing security controls before actual attacks occur. The findings of 

this research emphasize that wireless network security cannot rely only on encryption mechanisms but must also involve 

a comprehensive security strategy, including stronger authentication, regular vulnerability assessments, updated network 

configurations, and increased user awareness regarding cybersecurity practices. Overall, the campus wireless network can 

be categorized as having an adequate but improvable security level. Continuous improvement efforts are required to 

maintain confidentiality, integrity, and availability of network services. The implementation of periodic penetration 
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testing and proactive security management is recommended to ensure that the wireless network remains resilient against 

evolving cyber threats and can continue supporting academic activities in a secure and reliable manner.  
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